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Abstract:

Improving software quality has been one of the primary concerns of Programming Language (PL) and
Software Engineering (SE) research over decades. Researchers developed different techniques, e.g., new
languages, automatic bug finding tools, code review processes, etc. to reduce defects. However, there is
no evidence to indicate how well these techniques work in real software development scenario. In this
talk, I will demonstrate how the abundant archived data from GitHub can be used to evaluate different
SE/PL methods. I will also discuss how such empirical insights can further be leveraged to build new
development tools to improve software quality and programmer productivity.
In this talk, I will discuss some of my work that analyze different aspects of existing software engineering
practices. First, I will describe how a choice of programming language affects software quality. Studying
the 728 most popular GitHub projects, written in 17 different languages, we found that language did have
a significant effect on certain kinds of defects. Second, I will show what kinds of bugs are caused by copy
and paste and how do we detect them automatically? Finally, I will discuss the current adversarial testing
practices in different SSL/TLS implementations and demonstrate a practical approach to automatically
detect security vulnerabilities in SSL/TLS certificate validation code.
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